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@ VESTATEL

VestaTel SCADA Multi-Protocol Simulator runs on Windows
and implements master / slave, client / server role of several
SCADA protocols: IEC 60870-5-104, IEC 60870-5-101, IEC
61850/MMS, DNP3, MODBUS and HART.

Overview of Features:

DNP3 Protocol

DNP3 Master / DNP3 Outstation, Dual-Endpoint
(Client can accept TCP connection from Server)
Runs over RS232 Serial and over TCP/IP

Solicited (Polled) and Unsolicited Mode

Initial and Periodic Time Synchronization

Periodic and demand Integrity Poll, Event Poll
Binary Output Command, Analog Output Command,
Assign Event Classes

IEC 104 / IEC 101 Protocol

IEC 60870-5-104 Master / IEC 60870-5-104 Slave
IEC 60870-5-101 Master / IEC 60870-5-101 Slave
IEC 104 Link Layer runs over TCPIP

IEC 101 over RS232 Serial and over TCPIP

IEC 101 Balanced / Unbalanced Link Mode

Station Initialization, Clock Synchronization

Data Acquisition, Events Acquisition

Cyclic / Background / Spontaneous Transmission
General Interrogation, Command Transmission
Time Tagged and Time Untagged Commands

IEC 61850/MMS Protocol

IEC 61850 IED Client / IEC 61850 Server

Runs over TCPIP

Supports edition 2 of the IEC 61850 standard

Data model discovery, data object polling

Control commands: Direct Operate, Select-Operate
Supports all major MMS data types, bool, integer,
float, string, etc

Supports parsing and displaying Timestamps, quality

MODBUS Protocol

MODBUS Master / MODBUS Slave

MODBUS RTU over RS232 Serial

MODBUS TCP mode over TCPIP

Discreet Input Register, Coil Registers

Holding Registers, Input Registers

Write Single Coil, Write Multiple Coils

Write Single Register, Write Multiple Registers
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VestaTel SCADA Multi-Protocol Simulator

IEC 60870-5-104, IEC 60870-5-101, IEC 61850, MODBUS, DNP3, HART

SCADA Multi-Protocol Simulator

Last Session

Modbus Client

IEC 60870-5-104 Client
IEC 60870-5-104 Server
IEC 60870-5-101 Client
IEC 60870-5-101 Server
Meodbus Client
Modbus Server

DNP3 Client

DNPS3 Server

IEC 61850 Client

IEC 61850 Server

HART Master

Load Last Session

Start New Session

For a new session with default settings,
select protocol on the left and dick
“Start New Session™

Quit Program

Page 2

@ VESTATEL

HART Protocol

HART Communication Protocol (Highway Addressable
Remote Transducer) master side only is supported in the
current version of software.

The simulator implements the physical layer over RS232
serial port, data link Layer and application layer.

All device dynamic variables (PV, SV, TV and QV) are polled
periodically and their value is displayed in the points view.

The implementation is done according to standards
HCF_SPEC-127, Revision 7.1, (HART Communication Protocol,
Universal Command Specification), HCF_SPEC-99, Revision
9.0 (HART Communication Protocol, Command Summary
Specification)
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1 Installation Procedure Downloading:

To download an installation package, please visit:

Windows protected your PC https://vestatel.eu/software.html#scadasim-

download
Fill out the form and click “Continue to DOWNLOAD”

Click on the link shown in the next page. The
installation executable will be saved to your PC
(typically into Downloads)

Installing:

Run the installation executable:

vestatel-scadasim_setup.exe

Due to strict security policy Windows is going to
display “Windows protected your PC” dialog.

Please click “More info” as shown in the screenshot
on the left.

gnised app from

In the next dialog, please click “Run anyway”

After this step, please run the installation program,
read and accept the Software License Agreement
and click Next.

At the end of the installation click "Finish"

By default the files are installed into
“c:\VestaTel-Scadasim” folder

ooy [ o
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2 Licensing

Evaluation Mode and Full Mode:

If you have not yet purchased the software and set
the license key, the software shall run in evaluation
mode

Evaluation Period is limited to 7 days. In other
respects the software runs fully featured.

When the program starts you will see the dialog
box shown on the left. To run in evaluation mode,
click “Free Trial”

After the evaluation period of 7 days runs out, at
program start you will see the second dialog shown
on the right. To continue, you will need to set the
license key.

You can also display the “Set License Key” dialog by
clicking the programs menu bar “About” — Register
/ Buy Online.

You receive the license key by email when you
purchase the software. To purchase the software
click "Buy Online" button in the same dialog window

There are three license types:
- Personal

- Professional (PC locked)

- Professional (USB dongle)

For the Personal and Professional (PC locked)
the license key locks the license to the PC on which
the program is installed.

Is there is a need to transfer the license to a
different PC, please contact us.

For the Professoinal (USB Dongle) license type, we
will ship the USB dongle and you will be able to run
the application on any PC with the USB dongle
installed. Once USB dongle is inserted, no license
key is required.
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Ewvaluation Days Remaining: 7
LICENSE ID:
116d0d2bEE0IEd5E544:413c081d4cha
LICENSE KEY:
SetKey Buy Online @ Free Trial

b 4

(To run in evaluation mode, click “Free Trial”)

VestaTel SCADA Multi-Protocol Simulator
IEC 60870-5-104, IEC 60870-5-101, IEC 61850, MODBUS, DNP3

Evaluation Period Expired!
Please set license key!
LICENSE ID:
11625023355d6d51541c163d081ddc57
LICENSE KEY:
SetKey Buy Online

(Set the license key to continue)
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@ VESTATEL

3 Quick Start
SCADA Protocol Selection

When you start the program it shows the protocol
selection window

Unless the program is started for the first time, you can

SCADA Multi-Protocol Simulator X || click "Load Last Session" to load the last used protocol
Last Session configuration
Modbus Client Load Last Session Otherwise you can select and click on the required
protocol and then click "Start New Session"
IEC 60870-5-104 Client Start New Session
IEC 60870-5-104 Server At run time you can bring up the same dialog window via
IEC 60870-5-101 Client Wa“’“:j“‘:‘fﬁ‘;‘#gfﬂsr main menu "Tools" -> "Select Protocol”
IEC 60870-5-101 Server select pro o
“Start New Session
Modbus Client
Modbus Server
DNP3 Client
DNP3 Server
IEC 61850 Client
IEC 61850 Server
HART Master
Quit Program
[ o|
Main Program Screen
Multi-Protocol Simulator = INSTANCE 1 = IEC 104 SERVER
 Stantlink Stop Link._ | IEC104 RTU Simulator Status IEC104 RTU Simulator Data Points
;:3'::’ LLP : Ll 104 Type  Desr Vaie Qualty
T e Hellos ~ 100 1 SingePont 0{0FF) =0 NT=0 580 BL-0
ASDU TX Ences 0 [ Protocol Trace o 1 Single Pornt 0|OFF) el NT=0 58«0 BL=0
Urkroown CA R 0 [0 HexDurp 102 1 Single Pornt 0 0FF) Vel NT0 580 BL=0
D evpen 103 1 SingePont 0(0FF) V=0 NT=0 580 BL=0
04 3 Dicuible Pont 0 reran ) Tul) NTwl) 58 BL=0
Apply 106 3 Doubls Pont 0 Irerm ) Val) NTal) 580 BLaD
= - 108 3 Diouble Pord 0 firteem | Vel NT=0 38=0 BL=0
IEC104 RTU Simulator Configuration 107 3 Doule Pom 0 firteem) Va0 HT=0 580 BLs0
r = 08 5 Siep Position 0.7=0 =0 NT-0 58 -0 BL=0 Ov=0
Channel [T — 103 5 StepPosiion 0.Ts0 Va0 NT=0 5820 BL=0 OV=D
H 10 5 Siep Position 0.T=0 a0 MTa0 580 BL=D OV=D
Link Layer (= 11 5 StepPosiion 0.7-0 =ONT<0 5620 BL=0 OV<0
App Layer ASDUCK: B n2 7 Bising o0 Va0 NT 0 5840 BL=0 OV=0
Data Point: Listen P Listen Port mn3 T Bitstirg %) W=l NT=0 $8=0 BL=D OV=0
a roints Mo .0 .0 .0 M2os 14 7 Bitztirg 1] W=l NT=0 580 BL=0 OV=0
Advanced . - = 15 T Bitsting O] IVal NTw0 S8e0 BL=0 Ovel
18 ] Messured NVA 0/10.000000) =l NT=0 580 BL=0 OV=0
17 9 Meazured NVA 0/|CL00D000] Iull NT=0 58 =0 BL=0 O0V'=0
18 9 Meamurod NVA 010000000 IVl NT=0 580 BL=0 Ov=D
Exporilog | Clearlog  LogPause Save & Apply Compact / Full View Cortrol Command 10 = (Daia Point 104+ 1000)
Time Lerved Tt
175212877 Mofice IECT04S DLID| Incorarg TCP session accepled fom 1921681236 Data Pont Addrees:
Data Point Type:
@ Ow Onr Os O= QDov
[Data Poink Vakse: | Changa Valus | @
[ Background Scan
Oleyde
[ Peniodic Value Change
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The example above shows the IEC 60 870-5-104 Slave Simulator screen
Description of main control areas (slave / server side protocols)

« (1) Link Status and Statistic counters
* (2) Protocol Configuration

» (3) Data Points Window

* (4) Log window

» (5) Selected Data Point Window

StantLink | Stop Link IEC104 Master Status Cloat IEC104 RTU Data Points
E\:D;F‘l“ l‘Jf L 104 Type  Dieser Valoe Quality Tieve
R ; Debug 100 1 Single o 0 (OFF) =0 NT=0 SB=0 BL=0
ASDU T Enroes 0 8 Frotocal Trace: o 1 Single Port 0 (OFF) Va0 NT#0 B0 BL-D
Urikrawn A FIX 0 B HexDurp e 1 Single Port 0 (OFF) V=0 NT=05B=0 BL=0
@ e 103 1 Sirge Port 0 (0FF) I¥=0 NT=0 5B=0 BL=0
] 3 Dioutie Port 0 frkeren ) [l NT=0 58=0 BL=0
Apply 105 Dicuthe Port 0 finkerm ) =0 NT=058+0 BL-0
- 106 3 Dicustls Poirt 0 firkern ) V=0 NT=0 SBe0 BL=0
IEC104 Master Configuration 107 3 Double Pont 0 firemn) V-0 NT-05B-0 BL4D
108 5 Step Postion 0. 7= IVl NT0 SB=0 BL=D
Channel Chennel Configuraion 1w 5 SiepPosiion 0.7=0 V=0 NT=0 580 BL=D
. 110 5 Step Position 0.7=0 I=0 NT=05B=0 BL=0
Link Layer s |1 T P m 5 Step Postion 0, T=0 Pel) NT o0 5B=0 BL=0
App LEYEI" nz2 7 ] (%] IVal) NT=0 580 BLs)
A 13 7 %] =0 NT=05B=0 BL=0
Advanced ""'"”1"' L Dfm 14 7 i 0 V=0 NT=0 $B=0 BL=0
27. 0 . 0 s i 115 7 Bitstring ) Vel NT =0 580 BL0
Remote P2 Part2 16 9 Measured NViA 0 0.000000) I¥=0 NT=0 SB=0 BL=0
e = o 17 9 Measured NVA 00.000000) V=0 NT=05B<0BL-0
xpor Loy Claar Lo og Faus Co t 7 Full View
5 g g LogPause Save & Apply TP IEC104 Cmds Single Command Send
Tme Level Test Ty Drezcrption
185339309 Infa TRCAECT04M DL LOGOL T (61 U TESTFR Act 45/58  Single Command oA 0
185339309 Dsbug  IECIO04M DL L0} R<DUMPIE} 68 04 £3 00 00 (0 45/59  Docible Command
1B53X09 el TRCHECI04M DL: LOOY R (6} U TESTFR Con 47/80 Regulating Step Cmd
185349 335 Into IECTCHM App [CA=1] Stastng T est Procedure 4881 Setport Moemaloed Cause of Tramsmission
185349335  Debug  IECI04M DL LOO} TxDUMPL28) 68 16 06 00 18 00 b 01 06 00 01 00 00 00 00 aa 55b7 ¢0 3512 01 0c 17 4362 Setpord Scaled
185349235 Inile TRCAECTOMM DL: LOYOE T (24F | RSN=1255N=3 (107)C_TS_TA_1 Act S0/E3 Setpoirt Float ACT 6  S/E SelectExec
185349335 Debug  (ECTOMM DL LO(O) FDUMPE24} 6816 18 00 068 0085 01 07 00 01 00 00 00 00 a3 5567 ¢0 B51201 017 51784 Bitshing Command
185343335 Ino TRCAECT04M DL: LOJDY RO [24) | RSN=4 SSH=12[107) C_TS_TA_1 AetCon 100 General Inteog Send with Time Tag au o0 SCS  OFF
185349335  Debug  IECI04M App [CA=1) Test Command ACT Cord Fixed 101 Counter Inter:
185349335  Inlo IECT04M App [CA=1} Test Procedure Complsted 102 Resd Commen:
185359 341 Debug IECTO4M DL: L0} T«DUMPIE) 68 04 01 00 1 00 103 Clock Synchronization
185359 341 Info TRCAECT04M DL LOD} TX (B} § RSH=13 —_—

The example above shows the IEC 60 870-5-104 Master Simulator screen
Description of main control areas (master / client side protocols)
(1) Link Status and Statistic counters

* (2) Protocol Configuration

* (3) Data Points Window

« (4) Log window

* (5) Command Window

» (6) Selected Command details

Configure all required settings in the Protocol configuration tabs / sections on the left. Changing between tabs saves the
settings. Every time you click "Save & Apply" configuration is saved and the protocol is re-started
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4 [EC 60870-5-104 Slave (Controlled Station)

4.1 Channel Configuration

IEC104 RTU Simulator Configuration

Ch ann el Channel Configuration
Link Layer
SDU CA: 1
App Layer e
Data Points Lsten 1P stenport
0 .0 .0 .0 2404
Advanced
Export Log Clear Log Log Pause Save & Apply

@ VESTATEL

ASDU CA - Sets ASDU Common Address as specified in the IEC 60870-5-101. Acceptable values are from 1to 65534. The

same value must be configured in the IEC 104 master for successful communication

Listen IP - Local IP address on which the IEC104 slave shall accept incoming TCP connections from IEC104 Master

Listen Port - Local TCP port number on which the IEC104 slave shall accept incoming TCP connections from IEC104 Master.
The same number must be configured in the corresponding IEC104 client parameter, default is 2404

4.2 Link Configuration

IEC104 RTU Simulator Configuration

Ch ann el Link Layer Configuration
Link Layer T1 (sec) Response Timeout 15
Ap p Laye r T2 (sec) ACK during inactivity 10
Data P0|nts T3 (sec) Send test frames 20
Advanced K - Max unacked I-frames 12
W - Latest ACK after rx W I frames 8
Export Log Clear Log Log Pause Save & App|y

T1 - Time-out of send or test APDUs

T2 - Time-out for acknowledges in case of no data messages t2 < t1

T3 - Time-out for sending test frames in case of a long idle state

K - Maximum difference receive sequence number to send state variable

W - Latest acknowledge after receiving w | format APDUs

Page 9
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43 Application Layer Configuration
IEC104 RTU Simulator Configuration

Channel Applcation Layer Configuration
Link Layer Background Scan Interval (secs) 0
App Layer Cydlic Interval (secs) 0
Data Points
Advanced
Export Log Clear Log Log Pause Save & App|y

Background Scan Interval - sets the frequency in seconds of sending data point messages with cause of transmission 2
(Background Scan). When set to 0, background scan sending is disabled for all points. Only data points that are configured
for sending Background Scan are sending these messages. To select a data point for background scan, first choose the
required point in the Data Points window in the top right part of the main screen, then click on that point and check tickbox
"Background Scan" in the data point window in the bottom right part of main screen

Cyclic Interval - sets the frequency in seconds for sending data point messages with cause of transmission 1 (Cyclic). When
set to 0, cyclic transmission is disabled. Measured value data points can be sent periodically using this procedure. To select
a data point for cyclic transmission, first choose the required point in the Data Points window in the top right part of the
main screen, then click on that point and check tickbox "Cyclic" in the data point window in the bottom right part of main
screen

IEC104 RTU Simulator Data Points

104 Type Descr Value Quality

100 1 Single Point 0(0FF) Iv=0 NT=0 5B=0 BL=0

m 1 Single Point 0[0FF) Iv=0 NT=0SB=0 BL=0

102 1 Single Point O[0FF) Iv=0 NT=0SB=0BL=0

103 1 Single Point 0 [OFF) V=0 NT=0 5B=0 BL=0

104 3 Double Point 0 (Interm.) Iv=0 NT=0 5B=0 BL=0

105 3 Double Point 0 (Interm.) V=0 NT=0SE=0BL=0

108 3 Double Point O {Interm.) Iv=0 NT=0SB=0BL=0

107 3 Double Paint 0 (Interm.) V=0 NT=0SB=0 BEL=0

108 5 Step Position 0. T=0 =0 NT=0 5B=0 BL=0 OV=0
108 5 Step Position 0.T=0 Iv=0 NT=0 5B=0BL=0 OV=0
110 5 Step Position 0.7=0 V=0 NT=0SB=0BL=0 0V=0
m 5 Step Position 0.7=0 V=0 NT=0 SB=0BL=0 OV=0
1z 7 Bitstring 0x0 Iv=0 NT=0 SB=0BL=0 OV=0
113 7 Bitstring 0x0 Iv=0 NT=0 5B=0BL=0 OV=0
114 7 Bitstring 0=0 V=0 NT=0SB=0 BL=0 0V=0
115 7 Bitstring 0:0 I¥=0 NT=0 SB=0BL=0 OV=0
116 ] Measured Nvia 0(0.000000) Iv=0 NT=0 SB=0BL=0 OV=0
117 9 Measured NVA 0(0.000000) I=0 NT=0 5B=0BL=0 O%=0
118 9 Measured NVA 0[0.000000) =0 NT=05B=0BL=0 0V=0

Compact 7 FullV
bt ML Control Command I0A = (Data Point I0A + 1000)

Data Point Address: 10A 116
Data Point Type: Type ID 9 : Measured NVA
Ow Ont Ose  Oa QJov
Data Point Value: 0 ‘ Change Value 1

B Background Scan (Nt [:32768..32767])

Cydic
I Periodic Value Change
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4.4  Data Points Configuration
- —
o
StartLink  Stop Link IEC104 RTU Simulator Status
Lirk Status UF Log Lewel 104
ASDU R 2 T
ASDU T 14 100
ASDU T Ences ] B Protocel Trace m
Unkrvown CA X 0 B s Durp 1'3;
Expait 108
Apphy 105
= . 106
IEC104 RTU Simulator Configuration 107
108
Channel Data Ponts Canfiguration ‘U:
. 1
Link Layer (1) Single Points: 4 (13) Measured Fioat: 4 m
App Layer (3) Double Points: 4 (7) Bitstring: 4 ::i
Data Points | () measureda: - (5) StepPositon: 4 4
ns
Advanced (11) Measared SVA: 4 1E
nz
Base [0A: 100 Fie-Build Points 18
Export Log Clearlog  Log Resume Save & Apply Cormpact / Full View
Time Level Tesd
15546081 Ino TRCAECT045 DLIOY FOC(22) | ASM=1 S5M-0(103] C_CS_NA_1 Act [2022.1201 09.55:44.832 [SU-0])
1095546081 Debug  IECIO4S App Rx Clock Sync command, COT=6
(85546081  Debug  IECIOMS DL TDUMPE22} 68 14 02 D002 DO 67 01 07 00 Te 00 00 00 DO Se of 37 03 01 Oc 17
195546081 Inko TRCAECI045 DLIOY T4 (22} | ASN=1 SSN=1 (103)C_CS_NA_1 ActCon [202312.01 06.55:44 892 (SU=0]|
095546081 Dhatusg IECT1045 DL} RxDUMP(1 6] 65 O 0 00 04 00 64 0 06 00 1¢ 00 0000 00 14
09:55:46.081 Ino TRCAECIOMS DLIOE R (V6] | RSM=2 SSM1 [100) C_IC_MA_1 Act
(19.55:45.081 Debug  IECIONS App: Fix Irterogation command, 001=20
(95546081  Debug  IECIOMS DL TxDUMP{16} 69 De 04 00 04 OO 64 07 07 00 1c 00000000 14
(95546081  Info TRCAECT04S DLIOE T (16} | RSMa2 SSN=2 [100) C_IC_NA_1 ActCon
(95546081  Debug  IECIOMS App Started Gieneral Interrogaticn
(95546081  Debug  IECI045 DL T>DUMP(28} 63 1a 06 00 04 OO0 01 04 14 00 1 00 64 00 00 00 65 00 00 00 65 00 00 00 67 00 00 00
(95546081 Info

TRCAECTDMS: DLIOE T (28] | ASH=2 SSN=3 (1) M_SP_NA_1 Inrogen [wa=100]

3 D WD WD N ON AN N AR G K M = = =

@ VESTATEL

IEC104 RTU Simulator Data Points

Descs

Singhs Porri
Singhe Port
Singhe Port
Singhs Poirt
Drcuble Point
Deuble Point
Diisble Poant
Deuble Pont
Shep Postion
Shep Postion
Step Posiaon
Step Posiaon
Bitstring
Bitsiring
Bitstring
Bitsting
Meazued HVA
Measued NVA

Measued NVA
bi sunes

Viaue Guaity
0OFF) V=0 NT =0 SB-0 BL-D
0|DFF) V=0 NT=0 SB<0 BL=0
110M) IV=0NT=0 $B=0 BL=0
DOFF) IV=0MNT =0 SB=0 BL=0
0firderm ) Pl NT =0 SB=0 BL=0
Offraer) IV NT =0 $B=0 BL=0
1 (OFF) V=0 NT =0 SB0 BLaD
Oiirder ) Ve HT 0SB0 BLaD
070 V=0 NT=0 SB-0 BL-0 V-0
0.7Ts0 IVl NT o) SBo0 BL0 OV0
010 V=0 NT =0 350 BL=0 (V=D
0,70 TVl NT =0 SB=0 BL=0 OVl
i) IVl NT a0 SBs0 BL0 0V0
00 V=0 NT =0 $B=0 BL=0 OV=D
) V=0T =0 SB=0 BL=0 OV=0
(nd) Il NT =0 SE=0 BL=0 OVl
1230003754 V-DNT=0SB-0 BL-0 V-0
010.000000] IV0NT #0 SBs0 BL0 OV0
010.000000] IVl NT =0 560 BLa0 OVl

AR nonene Rt AT AfA nne Ao

Control Command 104 = (Data Point 104 + 1000)

Data Point Address: 104 116
Data Point Type: Type ID 9 : Measured NVA
Ow Owr O= DOa >Jov
Data Point Value: ] Change Value
) Bacdground Scan Ut [+32768..32767])
Cyche
Periodke Value Change

This tab contains configuration of the number of data points of specific type IDs that shall be emulated and that shall appear
in the data points window on the right top of the screen.

Base I0A field defines the starting IOA (Information object address) for the first data point. Please note that the maximum
total number of points currently supported is 1024

When the desired number of points of each type is set, click "Re-Build Points" to apply new configuration

4.5 Advanced Configuration
IEC104 RTU Simulator Configuration
Ch ann el Advanced Configuration
Link Layer 8 send End of Initialization
(CINo Tx Act Term
Ap P Layer Periodic Change interval (Secs): 1
Data Points Control Command I0A offset: 1000
Advanced
Allowed Commands Format:  Time Untagged ~
Drop / Ignore First N Cmds: 0
Export Log Clear Log Log Pause Save & Apply

Send End of Initialization - Controls whether or not the slave simulator sends message type ID 70 (M_EI_NA_1) - End of
Initialization after data link connection is established
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Periodic Change Interval - sets the frequency at which the data point values change (increment) if selected for Periodic
Value Change. When set to 0, no data points are changed periodically. To select a data point for peridic change, select it the
data point list in the top right, then tick checkbox "Periodic Value Change" in the selected data point window in the right
bottom of the main screen. When a point is changed periodically its value is incremented, written into configuration and an
event message with cause of transmission Spontaneous is sent to the connected Master

Control Command IOA offset - defines I0A (information object address) to which the connected Master can send a
command to change the addressed data point value. For example to change a Single Point Information point at IOA 100, the
Master should send the Single Command to I0A 1100 if the control offset is configured at 1000

Allowed Command Format - Sets the format of control commands accepted by the slave simulation to Time Tagged or Time
untagged

No Tx Act Term - skip sending Activation Termination during General Interrogation Procedure

Drop / Ignore First N Cmds - makes the simulator drop first specified number of received application layer PDUs
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5

IEC 60870-5-104 Master (Controlling Station)

@ VESTATEL

=
Start Link || Stop Link IEC104 Master Status Cleat IEC104 RTU Data Points
LogLevel
';;"["3‘3‘ ,U; ) 104 Type Desct Vahie Quaky Tine
z
I P Debug 100 1 SinglalPort 0(0FF) IV~0INT =0 SEim0 BL~0
250U TX Exnors o 1B Frotocal Trace m 1 Sngie Por DIOFF] Ve HT =0 SE=0 BL=0
Unkrioom CA % 0 8 HeeDure @ 1 Sigie Pt 0[DFF) Vel NTl) SEl) BL=)
= 1m 1 Singie ot 0[0FF) Vel NTl) $Bisl) BLS0
™ 3 Double Point O finterm | Vel N Tl SB=0 BL=0
Apply 105 3 DoublePont 0 nteim ] Ve NT ) 5B BL=0
= 106 3 Crouble Point 0 [Irsbesn | M=l NT=05B=0BL=0
|IEC104 Master Configuration 107 3 Doutls Point 0 fintesm ) Ve NT ) $B20 BL=0
108 §  StapPositon 0.T=0 el NT o) SE=) BL=0
Channel Ak Lyer Configraton 103 5 StepPosion 0.1-0 IV=ONT=0$8-08L-0
- 10 5 Step Positon 0.T=0 =0 NT=05E=0 BL=0
Link Layer 0 (sec) Comnecton Establshment 30 m 5 StepPoin 0,70 Va0 NTl) SBa BLaD
App Layer T1 (sec) Response Timeout 18 12 7 Blsing i) V0 NT <0 SB=0 BL-0
i = 13 7 Bsting ] Va0 NTel SB=0 BL=0
Advanced 2 (sec) ACK during inactivity i 14 7 Biwing 0 IV=0NT=056=0 BL=0
T3 (sec) Send test frames » ns 7 Biing (] el NT D) SEnl) BL=0)
- 16 9 Meansed NVA 0/[0.000000) Va0 NT 0 S0 BLS0
- ¥ 12 8
LT nr 3 MeanwedNVA  0(0.000000) Va0 KT =) S0 BL=0
W - Latest ACK after rx W [ frames: 8 san L T Y T — [ N Anenen. AP ALT ACR AW A
Export Log Clearlog = Log Resume Save & Apply Compact / Full View IEC104 Cmds
Singhe Command Sand
Time Level  Tewt Typ.. Desciption
190494 o TRCHECTOMM DL: LOVOE TXC (6} U TESTFR Act #5758 Single Command D& 0
104 3854 Debug IECTO4M DL: LONOE RxDUMPIEE 68 04 &3 00 00 00 4655 Double Command
190439854 Inio TRCAECTOM DL: LOWO} R[5} U TESTFR Con 47750 Flogusting Step Cind
1304 4360 Info IECTO4M App [CATE Startng Test Procedue 48761 Selpoint Mormalized R
1904 43,831 Debug  IECIO4M DL: LOK T=DUMP(24} 68 16 32 00 44 00 6b 01 06 00 01 00 00 00 00 5355 €3 ¢2 04 1301 0 17 4362 Selpoint Sealsd o
1504 43,631 Inio TRCAECTO4M DL LOGDE T (24) | R5M=34 S5M=25[107)C_T5_TA_1 At 50/53 Setpoint Flost ACT 6 S/E Selectfusc
120449691 Debug  IECI0MM DL: LOVO RDUMP{24} 68 16 44 00 34 006k 01 07 00 01 0000 0000 82 5 o3 c2 041307 0c 17 51764 Bistring Command
1504 4969 Inla TRCAECTOMM DL: LOYO} R (24): | RSM=26 SSN=34 (107) C_T5_TA_1 ActCon 100 Genesal Intesogaton ) Send with Time Tag gu 0 oS OFF
1504 49891 Debug IECTOMM fipgy [Chm1) Tesst Coremand ACT Cord Rued 101 Counbes Intemogaton
1504 4960 Inla IECTD4M App [CA=1F Test Procedure Complated 102  Read Command
120459900  Debug  IECTO4M DL: LO(O} T:LIMPES) 68 04 01 00 45 00 || | 163 Clock Sychronizstion
120459900 Inio TRCHECI04M DL: LOOY T (6} § RSH<35
5.1 Channel Configuration

IEC104 Master Configuration

Ch annel Channel Configuration
Link Layer
ASDU CA: 1 Originator Address: 0
App Layer
Advanced Remote 171 ror
0 .0 .0 .0 | 244
Remote IP2 Port2
0.0 .0 .0 |0
Export Log Clear Log Log Pause Save & Ap pl y

ASDU CA - Sets ASDU Common Address as specified in the IEC 60870-5-101. Acceptable values are from 1to 65534. The
same value must be configured in the IEC 104 server for successful communication

Originator Address - Sets the OA (originator address) field that is the second byte of the cause of transmission part in the
IEC104 ADSU packets

Remote IP1 - Remote IP address to which the IEC104 master shall connect, Remote IP2 can be used for redundancy
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Portl - Remote TCP port number to which the IEC104 master shall connect. The same number must be configured in the
corresponding IEC104 server parameter, default is 2404. Port2 can be used for redundancy

5.2 Link Configuration

IEC104 Master Configuration

Ch ann el Link Layer Configuration
Link Laye r TD (sec) Connection Establishment 30
Ap p Laye r T1 (sec) Response Timeout 15
Ad van Ced T2 (sec) ACK during inactivity 10
T3 (sec) Send test frames 20
K - Max unacked [-frames 12
W - Latest ACK after rx W I frames 8
Export Log Clear Log Log Pause Save & App|y

TO - Connection Establishment Timeout

T1 - Time-out of send or test APDUs

T2 - Time-out for acknowledges in case of no data messages t2 < 1

T3 - Time-out for sending test frames in case of a long idle state

K - Maximum difference receive sequence number to send state variable

W - Latest acknowledge after receiving w | format APDUs

5.3 Application Layer Configuration

IEC104 Master Configuration

Channel Application Layer Configuration
Link Layer
App Layer Clock synchronization period (sec) 3600
Advanced General Interrogation period (sec) 3600
Test procedure period (secs) 30
Export Log Clear Log Log Pause Save & Apply

Clock synchronization period - sends the frequency in seconds of performing periodic clock synchronization procedure
General interrogation period - sets the frequency in seconds of performing periodic general interrogation procedure

Test procedure period - sets the frequency in seconds of performing test procedure
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5.4 Advanced Configuration
IEC104 Master Configuration
Ch ann el Advanced Configuration
Link Layer 10A Presentation
Ap p L ayer © unstructured (single 24 bit)
(O Structured (IOA3-I0A2-10A1)
Advanced
[JManual START / STOP_DT
START_DT STOP_DT
ExportLog Clear Log Log Pause Save & App|y

@ VESTATEL

IOA Presentation - sets the view (structured as 3 bytes or unstructured as 24 bit integer) of I0A (information object
addresses in the IOA column in the data points list and in the commands

Start DT - Stop DT - Allows manual sending of START DT and STOP DT packets to the slave station

5.5

IEC 104 Commands

IEC104 Cmds

Tup...
45/58
46/59
47/60
48/61
49/62
50/63
51/64
100
1m
102
103

Description

Single Command
Double Command
Regqulating Step Cmd
Setpoint Normalized
Setpoint Scaled
Setpoint Float
Bitstring Command
General Interrogation

Counter Interrogation
Read Command
Clock Synchranization

Single Command | Send

04 0O

Cause of Transmission

ACT . 53 S/E Select-Exec

|| Send with Time Tag gu O SCs OFF

To send the required command, select one from the IEC104 Cmds list in the bottom right of the screen, then
setup the I0A and value fields and click Send button
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6 [EC 60870-5-101 Slave (Controlled Station)

Startlink  Stop Link IEC101 RTU Simulator Status |IEC101 RTU Simulator Data Points

,L:":nsll::: "ED e 104 Typa Dot Vake Qually
IR i L] 10 1 Singks Port 00FF) V=0 HT=0 SB=0 BL=0
2S00 T s 0 B Frotocal Tisce m 1 SingkPort 00FF) V=0INT=0 SB0 BL=0
Urknown CA R - B Hex Durp 10 1 Singla Poru 0[OFF) V=0 NT=0 SB=0 BL=0
Soaal FOX o ot 10 1 Singhs Port 0 [0FF) IVl NTl) SE =) 8L
Sesial T 0 | 104 3 Diewbbe Point 0 [nberra ) Vel NT=0 5B =0 BL=0
Apphy 106 3 Dioube Point 0 [inberm ] V=0 NT=0 580 BL~0
n n 106 3 Double Point 0 fbnbesmn | Pl NT =0 SBell BLO
IEC101 RTU Simulator Configuration i 3 Doubls Point 0 e V=0 NT=0 580 BL=D
108 5 Step Position 0. TeD IVl HT =0 SB =0 BL=0 OV
Channel Charnel Configuration M 5 Step Postion 0.7=0 Ve NT=0 580 BL=0 OV=0
. 10 5 Step Position 0.7=0 N=0NT=058=0BL=0 0V=0
Link La yer Transport:  Serial R5232 m 5 Step Position 0. T=0 =0 NT=058=0 BL=0 OV=0
A Lavyer _ 12 7 00 Vsl NT ) SE = BL=0 OVl
PP .Y tetm ¥ : 13 7 00 V=0l NT=0 SB=0 BL=0 OV=0
Data Points —— s e 4 7 00 Va0 NT 0 SB=0 BLeD OVaD
Advanced 18 7 00 TVl NT =) SB =0 BL=0 OVl
Oata Bits: 8 Parity:  EVEN 18 3 Meanred NVA 0000000 Ivall NT=0 SB =0 BL=0 OV'=0
el e 17 9 Measeed NVA 0 [0.000000 Il HT =0 SB0 BLsD OV=0
: 18 E Meansed NVA 0 (0.000000) IVl NT=0 SE=0 BL=0 OV'=l)
atn a .00 reenen e ALY Aen am amen
Export Log Clear Lo Log Fause C L4 Full Vi
P = g = Save & Apply e —— Control Command 104 = (Data Point 104 + 1000)
Time Leved Teut
12:46:44.222 Debug IECT04S Apphcation layer iniiakzed Data Pont Address
124644 751 Debug SERIAL: Senal conrschon up

Debug IECT0NS: PH Activation
Debug el 01z dl_activation [1)
Dobug  IECTO4S Link Activation

Duita Point Type:

v LN 8 B ov
Dt Proint Value: Change Value
Badkground Scan
Cyckc
| Prericdic Vakse Change

6.1 Channel Configuration

VestaTel SCADA Multi-Protocol Simulator in IEC101 slave mode can operate over RS232 serial interface or over TCP/IP. To
select / switch between serial and TCP/IP choose Transport selector as required. Note that when COMx ports are present
they are shown in the COM Port selector. If no serial interfaces are detected that list is empty

IEC101 RTU Simulator Configuration

Channel Channel Configurabon
Link Layer

App Layer

Transport:  Serial RS212

= Lisben IP:
Data Points T — e, —
Advan CEd Dats Bits: & Parity:  EVEN
Stop bits: | y Hardware Flow Contral [
Export Log Clear Log Lo Pause Save & Apply

Transport: Selects Seral R$232 or TCP/IP transport for IEC 60870-5-101 protocol
Listen IP: When TCP/IP transport is selected, sets the listening IP address
TCP Port: When TCP/IP transport is selected, sets the listening TCP port

COM Port: Sets the COM port number for operation over RS232
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Data Bits: Sets number of serial data bits

Stop Bits: Sets number of serial stop bits

Speed: Sets serial interface speed

Parity: Sets serial interface parity

Hardware Flow Control: Enables RTS/CTS flow control

6.2 Link Configuration
IEC101 RTU Simulator Configuration

Channel Link Layer Configuration
Link Layer Unk Address: 1 ASDUCA: 1
App Layer Link Address Length: 1 - Link Mode
Data Points | asou ca address Length: 2 Unbalanced
Advanced COT Length: 1
1I0A Length: 2
Export Log Clear Log Log Pause Save & App|y

Link Address: Sets IEC 60870-5-101 Link address value
ASDU CA: Sets IEC 60870-5-101 ASDU Common Address value

Link Address Length: Sets IEC101 link address length

ASDU CA Length: Sets IEC101 ASDU Common Address length

COT length: Sets cause of transmission length

I0A Lenth: Sets information object address length

Link Mode: Sets IEC101 link mode (currently only Unbalanced is supported)

6.3 Application Layer Configuration
IEC101 RTU Simulator Configuration

Channel Application Layer Configuration
Link Layer Background Scan Interval (secs) 0
App Layer Cydic Interval (secs) 0
Data Points
Advanced
Expart Log Clear Log Log Pause Save & Apply

Background Scan Interval - sets the frequency in seconds of sending data point messages with cause of transmission 2
(Background Scan). When set to 0, background scan sending is disabled for all points. Only data points that are configured
for sending Background Scan are sending these messages. To select a data point for background scan, first choose the
required point in the Data Points window in the top right part of the main screen, then click on that point and check tickbox
"Background Scan" in the data point window in the bottom right part of main screen
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screen

104

100
m
102
103
104
108
1068
107
108
109
110
m
2
13
114
115
116
17
118

140

Compact /

6.4

IEC101 RTU Simulator Data Points

Type Descr Value

1 Single Point 0 (OFF)

1 Single Paint 0 (OFF)

1 Single Point 0 (0FF)

1 Single Paint O(OFF)

3 Double Paint 0 (Interm.)

3 Double Point 0 (Interm.)

3 Double Point 0 (Interm.)

3 Double Point 0 (Interm.)

5 Step Position 0, T=0

5 Step Paosition 0, T=0

5 Step Position 0.T=0

5 Step Position 0.T=0

7 Bitstiing 00

7 Bitsting 00

7 Bitstring Ox0

7 Bitstring Ox0

9 Measured NVA 0 (0.000000)
9 Measured NWA 0 (0.000000)
9 Measured NVA 0 (0.000000)

Full View

Qluality
[W=0NT=05B=0BL=0

Iv=0 NT=0 SB=0BL=0

V=0 NT=0 SB=0BL=0
[V=0NT=0SB=0BL=0

[V=0 NT=0SB=0EBL=0

=0 NT=05B=0BL=0

V=0 NT=05B=0EL=0
[W=0MNT=05B=0EBL=0

=0 NT=0 $B=0EBL=0 0v=0
Iv=0 NT=0 SB=0BL=0 0v=0
[V=0 NT=0SB=0BL=0 0V=0
[V=0 NT=0SB=0BL=0 0V=0
Iv=0NT=05B=0BL=0 0V=0
Iv=0 NT=0 5B=0BL=0 0v=0
[W=0MNT=05B=0EL=00V=0
[W=0MNT=05B=0EL=0 0V=0
Iv=0 NT=0 SB=0EBL=0 0v=0
=0 NT=0 5B=0BL=0 0v=0
[V=0NT=0SB=0BL=0 0V=0

B AKT ACn AR 0o N

Contral Cammand 10A = (Data Point [0A + 1000)

Data Point Address:

Data Point Type:

Data Point Value:

Ow

CINT

Jss (e

Oov

| Change Value

|_| Background Scan
|_Jcydic
|_| Periodic Value Change

Advanced Configuration

IEC101 RTU Simulator Configuration

Channel
Link Layer
App Layer

Data Points
Advanced

Export Log Clear Log Log Pause

Page 18

Advanced Configuration

B8 send End of Initialization

Periodic Change interval (Secs):

Control Command I0A offset:

1

1000

Allowed Commands Format:  Time Untagged

Show IEC101 Slave DL Stats

Save & Apply

@ VESTATEL

Cyclic Interval - sets the frequency in seconds for sending data point messages with cause of transmission 1 (Cyclic). When
set to 0, cyclic transmission is disabled. Measured value data points can be sent periodically using this procedure. To select
a data point for cyclic transmission, first choose the required point in the Data Points window in the top right part of the
main screen, then click on that point and check tickbox "Cyclic" in the data point window in the bottom right part of main
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Send End of Initialization - Controls whether or not the slave simulator sends message type ID 70 (M_EI_NA_1) - End of
Initialization after data link connection is established

Periodic Change Interval - sets the frequency at which the data point values change (increment) if selected for Periodic
Value Change. When set to 0, no data points are changed periodically. To select a data point for peridic change, select it the
data point list in the top right, then tick checkbox "Periodic Value Change" in the selected data point window in the right
bottom of the main screen. When a point is changed periodically its value is incremented, written into configuration and an
event message with cause of transmission Spontaneous is sent to the connected Master

Control Command IOA offset - defines I0A (information object address) to which the connected Master can send a
command to change the addressed data point value. For example to change a Single Point Information point at I0A 100, the
Master should send the Single Command to I0A 1100 if the control offset is configured at 1000

Allowed Command Format - Sets the format of control commands accepted by the slave simulation to Time Tagged or Time
untagged

Show IEC101 DL Stats - displays IEC 101 data link statistic counters in the event log

6.5 Data Points Configuration

2= VestaTel SCADA Multi-Protocol Simulator :: INSTANCE 1 = IEC 101 SERVER - X

Tools View About

StartLink | Stop Link IEC101 RTU Simulator Status IEC101 RTU Simulator Data Points
Link Status DowN LogLevel 104 Type  Deser Yalue Qualty
ASDL RX 0 oicE .
DU TX 0 100 1 Single Poirt 0(0FF) V=0 NT=05B=0BL=0
ASDU TX Enors 0 (] Protocol Trace 101 1 Single Point 0I0FF) V=0 NT=0$B=0 BL=0
Urknown CA RX 0 () Hex Dump 102 1 Single Point 0 (0FF) =0 NT=05B=0BL=0
Serinl R 0 Ot 103 1 Single Point 0(0FF) V=0 NT=05B=0 BL=0
el T 0 E 104 3 DoublePoirt 0 (intem) V=0 NT=05B=0BL=0
Apply 105 3 DoublePoirt 0 (ntem) V=0 NT=05B=0BL=0
. - 106 3 Double Point 0 [Interm.] V=0NT=058=0BL=0
IEC101 RTU Simulator Configuration 107 3 DoublePoint 0 (interm.) V=0 NT=0 $B=0BL=0
108 5 StepPostion 0.7=0 V=0 NT=0 $8=0 BL=0 0¥=0
Channel Data Points Configuration 109 5 StepPosiion 0.7=0 V=0 NT=0 58=0 BL=0 D¥=0
. 110 5 StepPosiion 0,70 V=0 NT=0 580 BL=0 0=0
Link Layer (1) Single Paints: 4 (13)Messured Float: 4 m 5 StepPasiion 0.7=0 V=0 NT=0 SB=0 BL=0 O¥=0
App Layer S 4 e B "2 7 Bisting 00 V=0 NT=0 $8=0 BL=0 0v=0
. 13 7 Bisting 040 V=0 NT=058=0 BL=0 0%=0
Data Points (9) Measured NVA: 4 (5) Step Positoin: 4 114 7 Bitsting 040 V=0 NT=0 5B=0 BL=0 Ov=0
Advanced i 115 7 Bisting 0:0 V=0 NT=0 58=0 BL=0 0Y=0
e * 116 9 Measured NVA 10(0.000000) V=0 NT=0 $8=0 BL=0 O¥=0
SEra—— | 1 9 MesswedNVA  0(0.000000) V=0 NT=058=0 BL=0 0%=0
Base I0A: 100 v
= [ ReBuidPaints | | g 9 Measued NVA 0(0.000000) V=0 NT=0 5B=0 BL=0 O¥=0
Export L Clear L Log P Compact / Full Vi
Xpor o9 ser-og ogrause Save & Apply AN Control Command I0A = (Data PointI0A + 1000)
Time Level Text
213436706 Enor SERIAL: Serial por uncorfigured - Select port and Save-Apply T

Data Point Type:

Ow On ([>Oss Os >Dov
Data Point Value: Change Value |
() Background Scan
Cydic

) Periodic Value Change

This tab contains configuration of the number of data points of specific type IDs that shall be emulated and that shall appear
in the data points window on the right top of the screen.

Base I0A field defines the starting IOA (Information object address) for the first data point. Please note that the maximum
total number of points currently supported is 1024

When the desired number of points of each type is set, click "Re-Build Points" to apply new configuration
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7 IEC 60870-5-101 Master (Controlling Station)

StestLink = Stop Link IEC101 Master Status Clear IEC101 RTU Data Points
ik Status P LoglLevel
:ﬂ]: :\; L‘J1 S 104 Tvoe  Descr Vol Quaity Time
ASDU TX 3 L 100 1 Single Port 0 §OFF) =0 NT=0 580 BL=0
ASOU TX Ences 0 Protocal Trace: 0 1 Single Pont 0IOFF) Va0 NTa0 SB0 BL=0
Urkrown CA FoX 0 ) Hex Dure 102 1 Single Pont 010FF) V=0 NT=0 SB=0 BL=0
Serial R 0 e 103 1 Single Foint 0(0FF) V=0 NT=0 58=0 BL=0
Sorial T 0 j 3 Dioubda Posrd 0 firteia | el HT=0 SB=0 BL=0
Apply 105 3 DoublePort 0 firkerm) V=0 NT=0 5820 BL=0
- 108 3 DoublePort 0 firterm ) Va0 NT=0 S8=0 BL=0
IEC101 Master Configuration 107 3 Doubde Port 0 firtera) I=0NT=0 580 BL=D
108 §  StepPostion 0,70 IV=0NT=05B=0BL=0
Channel Channel Configuration 109 §  Step Posiion 0, T=0 Va0 NT s S0 BLD
x 110 5 StepPostion 0.T=0 IVa() NTa0 580 BL=0
Link LBYEI" Transport:  TCP TCP Port: m 5 Step Position 0.T=0 Pell NT i) SB=0 BL=0
A Layer = nz 7 Bitsting ) PVal NT=l) SB=0 BL=0
pPp Lay Remotel: | 127 . 0 . 0 . 1 1000 n3 7 Bisting &) I¥=0 NT=0 $B=0 BL=0
Advanced . N 7 Bitshing 0 W=0NT=058:0BL=0
"8 7 Bibing ¥ V=0 NT=0 580 BL-0
186 9 Messred VA 010.000000) V=0 NT=0 580 BL=0
n7 9 MeanwedNVA 010.000000) Va0 NTa0 SB0 BL0
Exporilog ~ Clearlog  LogPeuse Save & Appl Compact / Full View IEC101 Cmds
PPy Single Command Serd
Time: Level Tead Typ.. Dezcrption
15:00:10. 634 Enee SERIAL: Senal port unconfigured - Select port and Save-Apply #5/58  Single Command oA 0
150023026 Nobce  IECIOIM-TCP: Connecting TCP 1o 127.0.0.1:1000 46/59 Double Command
150029026 Notice  IECIOIM TCP: TCP connected 4750 Fegulating Step Cmd
1500 29067 Notce IEC10TM App: dats lnk up -IH.-'!.QI ::Sl":):r\! Mormakeed Caxse of Tiansmission
43/52 Setpord Scaled -
50/63 Setpar Float ACT § S/ SelectExec
51/84 Bishing Command
100 Generallntermogation Son et Thee Tt Qu o0 5CS  OFF
10 Counter Intermogation
102 Fesd Commend
103 Clock Syncheorization
7.1 Channel Configuration

VestaTel SCADA Multi-Protocol Simulator in IEC101 master mode can operate over RS232 serial interface or
over TCP/IP. To select / switch between serial and TCP/IP choose Transport selector as required. Note that
when COMx ports are present they are shown in the COM Port selector. If no serial interfaces are detected that
list is empty

IEC101 Master Configuration

Channel Charnel Configuraion
Link Layer - == ) e
ﬁ'pp La?er Remate P! 127y .0 .0 . 1 1000
Advanced )
Export Log Clear Log Log Fause Save & Apply
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Transport: Selects Seral R5232 or TCP/IP transport for IEC 60870-5-101 protocol

Remote IP: When TCP/IP transport is selected, sets the remote IP address
TCP Port: When TCP/IP transport is selected, sets the remote TCP port
COM Port: Sets the COM port number for operation over RS232

Data Bits: Sets number of serial data bits

Stop Bits: Sets number of serial stop bits

Speed: Sets serial interface speed

Parity: Sets serial interface parity

Hardware Flow Control: Enables RTS/CTS flow control

7.2 Link Configuration

IEC101 Master Configuration

Channel Lk Layer Configuration
Link Layer Irkamae | 1 AspUCA: 1
App Layer Link Address Length: 1 Lirk Mode:
Advanced ASDU CA Address Length: 2 Unbalanced
COT Length: 1
IOA Length: 3 TO (Secs): 1
Export Log Clear Log Log Pause SEWTE- & Ap p|y

Link Address: Sets IEC 60870-5-101 Link address value

ASDU CA: Sets IEC 60870-5-101 ASDU Common Address value
Link Address Length: Sets IEC101 link address length

ASDU CA Length: Sets IEC101 ASDU Common Address length
COT length: Sets cause of transmission length

I0A Lenth: Sets information object address length

Link Mode: Sets IEC101 link mode to Balanced or Unbalanced

TO Secs: Sets IEC101 link layer timer TO value
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7.3 Application Layer Configuration
IEC101 Master Configuration

Ch ann el Application Layer Configuration
Link Layer
Ap p Layer Clock synchronization period (secs): 3600
Ad van Ced General Interrogation period (secs): 3600
Test procedure period (secs): 30
Export Log Clear Log Log Pause Save & Apply

Clock synchronization period - sends the frequency in seconds of performing periodic clock synchronization procedure
General interrogation period - sets the frequency in seconds of performing periodic general interrogation procedure

Test procedure period - sets the frequency in seconds of performing test procedure

1.4 Advanced Configuration

IEC101 Master Configuration

Ch ann el Advanced Configuration
Link Layer _
IOA Presentation

Ap P Laye r © Unstructured (single 24 bit)

Advanced (O structured (I0A3-I0A2-I0A1)
Polling Interval (secs): 1
Test Link Interval (secs): 10
Export Log Clear Log Log Pause Save & Apply

IOA Presentation - sets the view (structured as 3 bytes or unstructured as 24 bit integer) of I0A (information object
addresses in the I0A column in the data points list and in the commands

Polling Interval: Interval at which the master station polls the slave station for CLASS data

Test Link Interval: Interval at which the master station sends out link test frames during inactivity
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8 IEC 61850 Client

% VestaTel SCADA Multi-Protocol Simulator :: INSTANCE 0 = [EC 61850 CLIENT
Tools View About

StartLink | Stop Link IEC61850 Client Status
Lirk Status uP Log Level
150 Layes SPOU Ao 7061/Tx 7045 Debug
[ Frotocol Trace:
() Hex Dump
B Espert
| Apply
IEC61850 Client Configuration
Channel Connecton Parameters
Connection Destination TSAP: 1 Souwrce TSAP: 0
Advanced Remote APID:  1.1.1.999.1 Local AP ID: 1.1.1.59%
Remote AE Qualfier: 12 Local AE Quaifier; 12
Remote P Selector: 1 Local P Selector: 1
Remote 5 Selector: 1 Local § Selector: 1
Export Log ClearLog Log Pause Save & Ap plyI
Time Level Ted
194520 807 Debug IECE1850M: Starting

194520807 Debug
194820 807 Debug
194920 854 Motice
134320854 Debug

IECE1850M: Started

IECE1850M: Connecting to 152.168.0.2102
IECE1850M: Connected o 192.168.0. 2102
IECE1850-M Link Activation

8.1 Channel Configuration

@ VESTATEL

Clear Remote IEC61850 IED Data Points

Object

IED_ILDewicel /GGIOY Behd
IED_ILDevice1/GGI01.Behq
IED_1LDevice /GGI0T Beh stVal
IED_ILDevce1 /GGIOT . Beht
IED_1LDevice1/GGI01 EEHeskh.d
IED_ILDewvice1/GGIOT EEHeskh.q
IED_ILDewvice1/GGIO1. EEHeakh.sival
IED_1LDevice1/GGIOT EEHeakh.t
IED_ILDewvicel /GGIOT EEName huifley
IED_1LDevice1/GGIOT EEName model
IED_ILDevice) /GGIOT EEN ame serbium
IED_1LDewicel/GGI0T EEName swhev
IED_1ILDevice1/GGI0T EEName vendor
IED_ILDewcel/GGI0T Healthd
IED_1LDevice1 /GGIOT Healthq
IED_ILDevice1 /GGI0T Health stval
IED_ILDevce1/GGIOT . Healtht
IED_ILDevce1 /GGI0Y.Indd

Value

040000 Good
1
1970.01.01 00:00:00.000

040000 Good
0
15970.01.01 00:00:00. 000

Phaenet Contact GmbH & Co. KG

00000 Good

0

1970.01.01 00:00:00.000
test

IED_1LDevics1 /GGIOT Indg 040000 Good
AP 1 Pl nd AEHAS ek et Faien
Compact /FulView | |ECE1850 Cmds o
Deseription Click to Selact & Control Dbject in the List Above
Caontiol Command O type in O5Fel drectly:
‘Wit Data

IEC61850 Client Configuration

Channel Channel Configuration
Connection Remote IP Port
Advanced o . 0 . 0| 12
Export Log Clear Log Log Pause SaVe & Apply

IED_1LDevicel/GGIO2 SPCS0.Oper ciVal

Conbicl Operation:  Direct Operate
Control Value: 0
Send Commandis)
Result

Remote IP: sets the remote IP address to connect to

Port: sets the remote TCP port to connect to
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8.2 Connection Configuration

IEC61850 Client Configuration

Ch ann el Connection Parameters
CO nnection Destination TSAP: 0 Source TSAP: O
Advanced Remote APID:  1.1.1.999.1 Local AP ID: 1.1.1,999
Remote AE Qualifier: 12 Local AE Qualifier: 12
Remote P Selector: 1 Local P Selector: 1
Remote S Selector: 1 Local S Selector: 1
Export Log Clear Log Log Pause Save & Apply

Destination TSAP: Destination transport access point number

Source TSAP: Source transport access point number

Remote AP ID, Local AP ID: Local and remote Access Point ID

Remote AE Qualifier, Local AE Qualifier:

Remote P Selector, Local P Selector, Remote S Selector, Local S Selector: IEC 61850 / MMS connection parameters.

8.3 Advanced Configuration

IEC61850 Client Configuration

Ch ann EI Advanced Configuration
Connection
Polling Interval (Secs): 3
Advanced

Log list of device MMS variables

Export Log Clear Log Log Pause Save & App|y

Polling Interval - MMS / IEC 61850 data objects polling interval

Log list of device MMS variables - dumps the list of variables to event log

8.4 IEC 61850 Commands

IEC61850 Cmds Currently Control Command and Write Data commands

are supported, Select the required command in the list

Control Command

Description Click to Select a Control Obiject in the List Above
onure Fommand ) Or type in ObiRef directly: on the left, configure command parameters, e.g.
evice/LN DO 2t (Object reference, Control Operation, control value, and
Control Operation:  Direct Operate - click “Send Commands”. The result of operation shall
R 0 be displayed in the “Result” field

Send Command(s)

Result:
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9 IEC 61850 Server

% vestalel SCADA Multi-Protocol Simulator = INSTANCE 0 2 IEC 61850 SERVER

Tools View About

StartLink | Stop Link IEC61850 Server Simulator Status
Lirk Status up Log Level
50 Layer SPOU RX 25904/Tx 25903 Notice
) Protocol Trace
I Hex Dump
Expert
Apphy
IECE61850 Server Simulator Configuration
General General Confiouraton
Data Points Local P Port
[] L] ] 0 102
IEDMame: VestaTel
Logical Device Name:  GenericlO
Exportlog =~ Clesrlog | LogPause Save & Apply
Time Level Test

10:33:41.380 Notice
10:3341.380 Nolice
10:40:17 509 Motlice

IECE1950: Server Started OF.
IECE18505: Inst OK
IECE1850 Srv. connection established 127.0.0.1:54897

9.1 General Configuration

Object Ref
Geneicl0/GGIOT, SPS000
Geneicl0/GGID1.SPS001
GenenclD/GGID1.5PS002
Geneicl0/GGIDT, SPS003
Geneicl0/GGI0T, DPSO00
Genaicl0/GGI0N. 0PSO
Genenicl0/GGI01,DPS002
Genencl0/GGI0T. DPSDO3
Gericl0/GGI0T.INSO00
Genencl0/GGIDT. INSOON
Geneicl0/GGID1.INSO02
GeneiclD/GGIDT.INSD0D
Genaicl0/GGI0T, MDD
Genencl0/GGI0T MYDDT
Genencl0/GGI01, MVD02
Genencl0/GGI0T, MYDD:
Genenicl0/GGIDY, SPCO0D
Genencl0/GGIDT. SPCOD
Geneicl0/GGID1.SPCO02

Compact / Ful View

@ VESTATEL

IEC61850 Server Simulator Data Points

Walue

0 [false]

0 [fals=])

0 [false)

0 [false)

0 [Intemedate)
0 (Intemediate]
0 (Intermediate)
0 (Intemediate)

0 [false]
0 [false]
0 [false]

Data Pont Address:

Data Pont Type:

e

Data Point Value:

(] Periodic Value Change

Valdty

(0000 Good
w0000 Good
(%0000 Good
0000 Good
(0000 Good
(0000 Good
%0000 Good
(%0000 Good
(0000 Good
(00000 Good
00000 Good
(%0000 Good
(40000 Good
(0000 Good
00000 Good
040000 Good
(0000 Good
(0000 Good
(00000 Good

GenenclD/GGIO 1.5P5000

Boolean

Change Value

Vahdty:  OwD000 - Vaid

IEC61850 Server Simulator Configuration
General

General Configuration
Data Points Local IP Port
o0 .0 .0 .0 102
[ED Mame: VestaTel
Logical Device Name: lGEﬁH'i'-TU

Export Log ClearLog Log Pause Save & Apply
Local IP: sets the local IP address on which IEC 61850 server listens for incoming connections
Port: sets the local TCP port on which IEC 61850 server listens for incoming connections

IED Name and Logical Device name are self-explanatory
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9.2 Data Points Configuration

IEC61850 Server Simulator Configuration

General Data Points
Data Points SPS points: 4 SPC points: 4
DPS points: 4 DPC points: 4
INS points: 4 INC points: 4
MV points: 4 APC points: 4

Re-Build Points

ExportLog ClearLog Log Pause Save & Apply

e SPS points: Sets number of Single Point Status data points

* DPS points: Sets number of Double bit Point Status data points

* INS points: Sets number of Integer Status data points

* MV points: Sets number of Measured Value data points

e SPC points: Sets number of Single Point Controllable Status data points
* DPC points: Sets number of Double bit Controllable Status data points

¢ INS points: Sets number of Controllable Integer Status data points

* APC points: Sets number of Controllable Analog Points

9.3 Advanced Configuration

IEC61850 Server Simulator Configuration

Gen e ral Advanced Configuration
Data POlntS Base Names for COC Data Objects:
Advanced sps:  SPS
[CJmv 1s Float [CImv 1s instMag
Export Log Clear Lag Log Pause Save & Apply

SPS: configures the base name for SPS data objects
MV Is Float: 1=Measured values are Floats, 0=Measured values are integers

MV is instMag: Report instMag component of the measured values
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10 DNP3 Master

22 VestaTel SCADA Multi-Protocol Simulator :: INSTANCE 0 :: DNP3 CLIENT
Tools View About

Staurt Link

10.1

Stop Link DNP3 Master Status Clear DNP3 Outstation Data Points
Link Status up Log Level . N
s Laves Froge A P534T, 455 Timeouts 0 S Gioup  Index Desciiption Var Value Qusiy Time
TS Segments P 25309/T 48658 2 ] Analog Input 7((324flagsT)  41.093750  Oniine 2026.03.30 07:17:10.000
DL Frames R 25813/T% 4GSTA/CRE Ens 0 8 Protocol Trace 2 1 Analog Input 7({32+flag+T) 59710747 Onine 2026.03.30 07:17.00.000
() Hex Dump 1 0 Binary Input (1bit) ~ 2(+lag) 0 Online
O ewet 1 1 Binary Input (161t) 2 (+flag) 1 Onine
P 10 ] Binay Output 2 (+flag) 0 Online S
Apply 10 1 Binary Output 2 (+flag) 0 Online S
DNP3 Master Configuration
Channel Channel Canfigaration

Link Layer 8 Run As TCP Server

App Layer Transport:  DNP3-TCP TCP Port:

Advan Ced Remote IP 192 .168 . 0 . 65 20000

coM3 3600
NONE
Hardware Flow Control
Export Lo Clear Lo Log Pause Save & A | Compact / Full View
- . ] - PRIy DNP3 Cmds Binary Output Command G12v1

Time Level Text Gro...  Description Index 0 Contiol Type:  SelectDperate
09:17:08.630 Debug DNP3M DL TX (5} Unconfirmed User Data G12v1 Binary Output Command N . .
09:17:08630 Debug Dst1024 Sre:1 DIR: Cantral Primary FCB:0 FCV/DFC:0 FC:4 G41  Anslog Dutput Command Quaifier. | 017 -8 bitindex Modet | PULSE
0917.08630  Debug AL FINFIRSEQ=11FC CONFIRM - Integrity Pol Control Valuz: ON - CLOSE /LATCHON ~
091711649 Debug  DNP3M DL TX (14} Unconfimed User Data Assign Event Class OnTimepdg 0
09:17:11.649 Debug Dst1024 Sic:1 DIR: Control Primary FCB:0 FCV/DFC:0 FC:4
091711643 Debug AL FINFIRSEQ=12 FC READ Off Time s}~ 0
091711653 Debug  DNP3M DL FX (23} Unconfimed User Data o ]
091711653 Debug  Dst1 Src1024 DIR:Monitor Primary FCB:0 FCV/DFC:0FC:4
091711653 Debug AL FINFIR.CON SEQ=12FC: RESPONSE Send Commend Sequence
091711653 Debug  DNP3M DL TX (5} Unconfimed User Data
091711653 Debug  Dst1024 Src:1 DIR:Control Primary FCB:0 FOV/DFC:0 FC:4 o
091711653 Debug AL FINFIRSEQ=12FC: CONFIAM

Channel Configuration

DNP3 Master Configuration

Ch ann el Channel Configuration
Link Layer 8 Run As TCP Server
App Layer Transport: DNP3-TCP ~ TCP Port:
Advanced RemotelIP; | 192 . 168 . 0 . &5 20000
8 NONE
1 Hardware Flow Control
Export Log Clear Log Log Pause Save & App|y

Run as TCP Server: the DNP3 client accepts connections from DNP3 master - for testing of “Dual Endpoint” mode
Transport: Selects Serial RS232 or TCP/IP transport for DNP3 protocol

Remote IP: When TCP/IP transport is selected, sets the remote IP address

TCP Port: When TCP/IP transport is selected, sets the remote TCP port

COM Port: Sets the COM port number for operation over RS232

Data Bits: Sets number of serial data bits

Stop Bits: Sets number of serial stop bits

Speed: Sets serial interface speed

Parity: Sets serial interface parity
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Hardware Flow Control: Enables RTS/CTS flow control

10.2  Link Configuration
DNP3 Master Configuration
Ch ann e' Link Layer Configuration

Link Layer ol 1 psT 1024

Ap P Layer [(JRequest Link Layer Confirmations

Advanced

Frame Response Timeout (Secs): 3
Max Frame Retries: 3
Keep Alive Interval (secs): 15

Export Log Clear Log Log Pause Save & App|y

SRC ADDRESS: DNP3 link source address

DST ADDRESS: DNP3 link destination address

Keep Alive Interval: DNP3 link keep alive timeout

Frame Reply Timeout: DNP3 link frame reply timeout

Max Frame Retries: Maximum number of DNP3 link frame re-transmits
Request Link Layer Confirmations: Enables or Disables link layer confirmations

10.3  Application Layer Configuration
DNP3 Master Configuration
Ch ann el App Layer Configuration
Link Layer Enable Unsolicited Mode (] No StartUp Procedure
Ap p Laye r Integrity Poll Interval (Secs): 60
Ad van Ced Event Poll Interval (Secs): 3
Fragment Response Timeout (Secs): 3
Enable Time Synchronization: (@
Periodic Time Sync Interval (Mins): 0
Export Log Clear Log Log Pause Save & App|y

@ VESTATEL

Enable Unsol Mode: Enables or disables unsolicited response mode in the DNP3 slave

Integrity Poll Interval: Sets interval in seconds for sending integrity poll to DNP3 slave

Event Poll Interval: Sets interval in seconds for sending periodic event polls to DNP3 slave

Fragment Response Timeout: Sets response timeout in seconds for receiving response fragments from DNP3

slave
Enable Time Synchronization: Enables or disables time synchronization procedure

Periodic Time Synchronization Interval: Sets periodic time synchronization interval in seconds, 0=periodic time

synchronization off.
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10.4  Advanced Configuration

DNP3 Master Configuration

Channel Advanced Configuration
Lln k Layer Unconfirmed Queue Size: 128
App Layer Confimed Queue Size: 128 ~
Advanced Log Point Updates: [

Max Master Start-Up Retries: 3600

Start with Request Link Status [

Export Log Clear Log Log Pause Save & App|y

¢ Unconfirmed Queue Size: Sets the frame queue size for unconfirmed transmit fragments

* Confirmed Queue Size: Sets the frame queue size for confirmed transmit fragments

* Log Point Updates: Enables or disables logging data point updates

» Start with Request Status of Link: when enabled Request Status of Link is the first messages sent to server
* Master startup retries: Sets the maximum number of times to re-try failed Master startup procedure

10.5 DNP3 Commands

DN P3 Cm d S Binary Output Command G12v1
Gro...  Description Index: 0 Control Type:  Select-Operate
G12v1 Binaty Output Command . . » A
41 Analog Output Command Qualifier:  0x17 - 8 bit index  ~ Model PULSE
Integrity Pl Control Value: ON - CLOSE 7 LATCH ON
Assign Event Class On Time (Ms). 0
Off Time [Ms): 0
Count: 1

Send Command Sequence

Result:

This view contains a list of supported commands. To run a desired command, select in the the list on the left,
configure the necessary fields and click “Send Command”
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N DNP3 Server

v

StartLink ~ Stop Link DNP3 Outstation Simulator Status DNP3 QOutstation Simulator Data Points
St - 0 Group Incles: Description Wi Quality
Applcation Fragmsnts Notice
Transport Segmerts 1 o Binaty Input [16] o oL
Duata Link Frames Protocel Trace 1 1 Biraty Input [152) 0 o0
Data Link Ences RCO Hex Dump 1 2 Bnary Input [1be] 0 oL
= 1 3 Binaty Input (15) 0 oL
i 3 [ Binaty Input [2b) O irermediste] o
Apply 3 1 Binary Input [2be] O Nirtermedate] oL
- - - 3 2 Bty Input [24t] 0 [irtermeckate] il
DNP3 Qutstation Simulator Configuration 3 3 Binay Input (204 O irtermeciate] oL
-1 0 Counter 0 oL
Channel Chonndl Conflouration Y 1 Counter 0 o
- 0 2 Counter 0 oL
Link Layer T T CP Purt: 20 3 Courtes 0 oL
App Layer o | 0 .0 .0 .0 20000 ; li T:‘Dj ::J:: Ic :JJZ'
Data Points - %0 2 Analog Ingut 0 oL
Advanced :r. 3 Aoy Ingut i ||E
10 0 Binary Dutpedt 0 oL
10 1 Bnary Dutput 0 oL
10 2 Binaty Dutpat 0 o0
Export Log Clear Log Log Pause Sa\(e- &Apply Compact / Full View
Tiene: Level Tt
15:16:50.896 Notice  DNP3S App layer inkt OF Data Point Address: Group: 1 Index: 0
Data Point Type: Bnary Input ( 2bit)
Bo RS [-1 RE LE F
Data Pt Vahse: L} Change Value
Binary (0.. 1)
| Periodi: Valus Chargs
M1 Channel Configuration
DNP3 Outstation Simulator Configuration
Channel Charnel Configuration
LII"Ik Layer Transport:  DIPSTCOR TCP Port:
App Layer walpi [ 0 -0 .0.0 | 200
Data Points
Advanced
ExporiLog ClearLog Log Pause Save & Apply

» Transport: Selects Seral R5232 or TCP/IP transport for DNP3 protocol
« Local IP: When TCP/IP transport is selected, sets the local IP address
e TCP Port: When TCP/IP transport is selected, sets the local TCP port

*« COM Port: Sets the COM port number for operation over RS232

» Data Bits: Sets number of serial data bits

* Stop Bits: Sets number of serial stop bits

¢ Speed: Sets serial interface speed

« Parity: Sets serial interface parity

» Hardware Flow Control: Enables RTS/CTS flow control
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1.2 Link Configuration

DNP3 Qutstation Simulator Configuration

Channel Link Layer Configuration
Link Layer
App Layer s
Data Points i
Advanced Keco e Inbencl peah! || 15
Frame Reply Tmeout (secs):
Max Frame Retries: 3
Export Lag Claar Log Log Pause Save & Ap ply

SRC ADDRESS: DNP3 link source address

DST ADDRESS: DNP3 link destination address

« Keep Alive Interval: DNP3 link keep alive timeout

* Frame Reply Timeout: DNP3 link frame reply timeout

¢ Max Frame Retries: Maximum number of DNP3 link frame re-transmits

1.3 Application Layer Configuration

DNP3 Qutstation Simulator Configuration

Channel Apphcation Layer Configuration
Link Layer —
App Lalyer Urisol Confirmation Timeout (secs): 3
Data pOIHtS Urgol Max Transmit Retries: 3
Ad\ranced Select-Operate Tmeout (secs): 15
Export Log Clear Log Log Pause Save & Apply

« Enable Unsolicited Mode: Enables or disables Unsolicited Response Mode

¢ Unsol Confirmation Timeout: Timeout value for waiting for unsolicited confirmations

* Unsol Max transmit retries: Maximum number of re-transmit attempts for unsolicited mode

¢ Select Operate Timeout: Sets maximum time allowed between Select and Operate commands

1.4 Data Points Configuration

DNP3 Outstation Simulator Configuration This tab contains configuration for the number of DNP3
Slave simulator data points of different types: Binary
hanne — Inputs (single and double bit), Analog Inputs, Binar
Link Layer | sy mpus (s0: s I p 9 ' g Inputs, y
ApPP Layer |  oeary toputs (2i: . AT Outputs and Analog Outputs.
thda Pomtj ST . To change the default data point setup, change the
Ll Cner ! number of points as needed and click "Re-Build Points".
o8Bl B Note that the total maximum number of data points
Export Log ClearLog Log Pause Save & App]y SUPPOTtEd is 1024.
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1.5 Advanced Configuration

DNP3 Qutstation Simulator Configuration

Channel
Link Layer
App Layer

Data Points
Advanced

ExportLog Claar Log Log Pause

¢ Analog Inp Static Var: Sets the variation number used for static DNP3 Inputs

* Analog Out Static Var: Sets the variation number used for static DNP3 Outputs

» Counter Static Var: Sets the variation number used for static Counters

Periodic Change Interval: Sets the interval in seconds for generating periodic change (incrementation) in the

selected data points
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Advanced Configuration
Analog Inp Stabc Var:  1-T2bit+flag
Anslog Out Stac Var:  1-32ket+flag

Counter Static Var:  1-32bat+fag

Periodic Change interval (Secs):

Save & Apply
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12 Modbus Server

2 VestaTel SCADA Multi-Protocol Simulator :: INSTANCE 1 :: MODBUS SERVER - X
Tools View About

StertLink  Stop Link Modbus Slave Status Modbus Slave Data Points
ESILSH';[“S DUSMN gt Register Type Index  Words Register Dump Reagister Value Data Format
POU T 0 Notice Discrestinput 1000 1 00 0
CAC Errors: 0 [ Protocal Trace Discreetlnput 1001 1 040 0
Addr Mismatch 0 () Hex Dump Discreetlnput 1002 1 00 0
Interchar Timeout 0 O Expert Discreet Input 1003 1 0x0 i}
Holding Register 2000 1 0x0000 0 16bit Unsigned
Apply Holding Register 2001 1 0x0000 0 16bit Unsigned
. Holding Register 2002 1 0x0000 0 16bit Unsigned
Modbus Slave Configuration Holding Flegister 2003 1 040000 0 16bit Unsigned
Holding Register 2004 2 0+0000 0000 0 32bit Unsigned BE
Channel Channel Configuration Holding Register 2006 2 040000 0000 0 326t Unsigned BE
. Holding Register 2008 4 0x00000000 00000000 O 64bit Unsigned BE
Link Layer Transport: | ModbusTCP v TCP Port: Holding Register 2012 4 040000 0000 0000 0000 O B4bit Unsigned BE
Data Points ot [ 0 o o o 02 Input Register 3000 1 0x0000 0 16bit Unsigned
ezl ! ! . Input Register 001 1 %0000 0 16bit Unsigned
Advanced oo e Input Register Wz 2 040000 0000 0 32bit Unsigned BE
Cail 4000 1 00 0 -
8 NONE Cail 4001 1 0x0 0
P S—— Col a0z 1 00 0
Export Log Clear Log Log Pause Save & Apply Compact / Full View
Time Level Text
095643716 Motice  MODEUS-S App laper init OK. Doka Pt Ackdrems 2000
Data Point Type: Discreet Input
Data Point Value: 0 ( Change Value ]
Binary (0..1)
() Disable
[ Periodic Value Change Data Format:

12.1 Channel Configuration

Modbus Slave Configuration

Ch ann el Channel Configuration
Link La_yer Transport: Modbus-TCP TCP Port:
Data Points loal: | 0 .0 .0 .0 502
Advanced . -
Haray TO
Export Log Clear Log Log Pause Save & Ap ply

« Transport: Selects Seral RS232 or TCP/IP transport for Protocol protocol
* Local IP: When TCP/IP transport is selected, sets the local IP address

« TCP Port: When TCP/IP transport is selected, sets the local TCP port

e COM Port: Sets the COM port number for operation over RS232

¢ Data Bits: Sets number of serial data bits

* Stop Bits: Sets number of serial stop bits

e Speed: Sets serial interface speed
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@ VESTATEL

* Parity: Sets serial interface parity
» Hardware Flow Control: Enables RTS/CTS flow control

122  Link Configuration
Modbus Slave Configuration
Channel Link Layer Configuration
Link Layer _ o r
Data Points S o
Advanced
Export Log ClearLog Log Pause Save & App'y

Slave Address: Sets the Modbus slave address

123  Data Points Configuration
Modbus Slave Configuration

ChaIHHEI Data Points Configuration
Link Layer Mun Discreet Dnputs: 4 StartIndex: 1000
Data Points Heldng Registers: [ See Advanced ] Startindex: 2000
Advanced Input Registers: [ See Advanced] StartIndex: 3000
Mum Cod Registers: 4 Start Inde: 4000

Fe=Build Points
Export Log Clear Log Log Pause Save & Apply

This configuration tab contains the configuration fields that define the number of Modbus data points emulated
in Modbus slave simulator mode by the application

Set the required number of registers of each type and their start index and click Re-Build Points when done. The total
number of points supported is 1024

12.4  Advanced Configuration
Modbus Slave Configuration
Channel Advanced Configuration
Link Layer Periadkc Change interval (Secs): i
Data Points MNum 16bit HR. registers: 4 Num 16bit IR regs: 2
Advanced Mum 3EtHR registers: 2 Mum3ditRregs: 1
Hum 54bit HR. registers: 2 Hum 64bit IR regs: 1
Re-Buld Paints
Expotlog  Clearlog  LogPause Save & Apply

Page 34



VestaTel SCADA Multi-Protocol Simulator Manual . VEET/\TE L

This configuration tab contains the configuration fields that define the number of Modbus data points and
specific data formats of HR and IR registers emulated in Modbus slave simulator mode by the application

16, 32 and 64 bit sized registers can be defined here. Once defined the format can be further changed for each register in
the data points list as signed, unsigned, little Endian, big Endian, integer or float, etc.

Set the required number of registers of each type and their start index and click Re-Build Points when done. The total
number of points supported is 1024
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13 Modbus Client

@ VESTATEL

StartLink  Stop Link Modbus Master Status Ciear Modbus Device Data Points
ink Status P Log Level
'F'I'L’;J“F‘:“ Ia;j oy e Reg Type Reglndex Regitter Vahie Update Time
BOU T %0 By Discreet Input 1000 0:0(0) A23120820355.407
CRC Enors: 0 Prolocol Trace Holding Flegizter 2000 00 (0) 2231202035647
Adch Miematch 0 Hex Dumg Hoiding Rlegister 20 0 (0) 20231200 20:35:35.471
Expont
Apply
Modbus Master Configuration
Channel Channel Configuration
Link Layer Transport:  Modbus-TCP TCP Port:
AdvanCEd Remate [P 127. 0 0 .1 502
Export Log ClearLo Log Pause Save & Appl Compact / Full View M m
: g ; pPply odbus Cmds Poll Command Lidt
Time Lewel Test FC  Description
2034:56.095 Emce Modbus TCP: Remote IP not configuied Poll Command List Poll Cnd Index | Courd Data Fommat
2034:56.095 Emce Plasze sat Remote IP and click Save-Apply 0405 ‘white Single Coil READ-DI LLLL U
203508833 Metce Modbus M [epk Connecting TCP to 127.0.0.1:502 0405 ‘Wike Single HF Register READHR 2000 2 1604 Unssgned
2003508909 MNotice Modbus DL-TCP: dev 1 TCP connected C0F ‘wribe Multiphs Cols READHR 3000 2 J2bi#t Unsiged BE
010 Wiite Mulliple HR Registers READIR 4000 1 165 Signed
Poll Command.  READIR Start Index: 4000
Format: 16 Signed Reg Court: 1
Add Update Dislate

13.1 Channel Configuration

Modbus Master Configuration

Channel Channel Configuration
Link Layer = — —
Advanced Remotelp: | 127 . 0 . 0 . 1 502
Export Log Clear Log Log Pause Save & Apply

» Transport: Selects Serial RS232 or TCP/IP transport for Modbus protocol
* Remote IP: When TCP/IP transport is selected, sets the remote IP address
« TCP Port: When TCP/IP transport is selected, sets the remote TCP port

* COM Port: Sets the COM port number for operation over RS232
» Data Bits: Sets number of serial data bits

¢ Stop Bits: Sets number of serial stop bits

e Speed: Sets serial interface speed

« Parity: Sets serial interface parity

« Hardware Flow Control: Enables RTS/CTS flow control
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Slave Address: Sets the Modbus slave
address

Poll interval: Sets the slave polling
interval in seconds

Reply Timeout: Sets the reply timeout in
seconds

Re-Connect timeout: Sets TCP or
serial re-connect timeout in
seconds

Log point updates: Enables or
disables logging of data point
updates

Data Format

16bit Unsigned
32bit Unsigned BE

13.2  Link Configuration
Modbus Master Configuration
Channel Link Layer Configuration
Link Layer — :
Advanced ' '
Pol Interval (secs) 1
Reply Timeout (secs) 1
Expaort Log Clear Log Log Pause Save & Appl}'
13.3  Advanced Configuration
Modbus Master Configuration
Channel Advanced Configuration
Link Layer ——
e-)Connect Timeout (secs): 3
Advanced
Log Point Updates: [
Export Log Clear Log Log Pause Save & Apply
13.4  Modbus Commands
Modbus Cmds .
Poll Command List
FC  Description
Poll Command List Poll Cmd Index  Count
0=05 ‘wiite Single Coil READ-DI 1000 1
0x06 ‘Wiite Single HR Register READ-HR 2000 2
0x0F ‘white Multiple Coils READ-HR 3000 2
010 ‘Write Multiple HR Reaisters READ-R 4000 1

16bit Signed

Poll Command: READ-IR

Format:  16bit Signed

Add lUpdate

Start Index: 4000

Reg Court: 1

Delete

This window is used to build a polled command list - a series of polled command that are periodically sent to the modbus

server to poll it for data. Select Poll Command List on the left,

then use Add, Udpate, Delete buttons on the right to build the

poll list. Use Poll Command, Format, Reg Count, and Start Index fields to setup each poll command.

This view is also used to select and set Write commands to the modbus server (Coils and HR registers)
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14 HART Master

ﬂi‘ VestaTel SCADA Multi-Fretocol Simulator :: INSTANCE 0 = HART MASTER

Tooks View About

@ VESTATEL

HART Device Data Points

StastLink | Stop Link HART Master Status Clea
Lirk Staben e T Slarves Auddr Wt Tyt Watiable Vishes
L] *I o P [Pimary Vsiatia 1.128000
() Probocel Trace [ SV [Secondsy Varisble] 2456000
B Hex Durp 0 T [ Tertiary V arinble] 3785000
0 OV [Quatemary Vaiakie) 41000000
'EW 1 P [Prmnary Vanable mmm
Apply 1 5V (Secondry Verisble] 12z
- 1 TV [Terlary Vsinble] 13330
HART Master Configuration 1 OV (QuaemaryVarisbl) 11,4484
General Paling Configarstion
Polling | #aaroevce adiresses o ol:
Boevade o @oevaddi  (oevadez [(Devadd3
(Obevade 4 [Joevaddr5 [JDevaddr6 [Devadd?
(Joevadds [oevaders (JDevadd 10 (Joevadd it
(CIDev Addr 12 [JDev Addr 13 [[|Dev Addr 14 [ Dev Addr 15
Expor Log Clear Log Log Pause Save & App[y Cormpact / Full View
Time Level  Test
194107555 Dasbug  HARTM: TSDUMF{TEL 11§ 1 62 Ba 01 0000 00 0300 0a
154108 437 Detug HARTM: R UMPLA0T 1 1 02 cf B 85 Ba 01 0000 D003 1500 08 40 B0 D000 0a 41 31 7 1 Ob 41 33 B 390c 41 555550441 37 1 71 od
194108487 Dasbug  HARTM: [slave shohekdi=1) tx dyrivas tagly scbler, CMD =003, Stahus=0008, dat=4080 00 00 0 41 31 ¢7 1¢ 0b 41 33 8 390 41 555 0441 37 1e 71
194108437 Debug  RosedVars P11 111110 SV=11 222222 TV 333333 V=11 444844
194100498 Debug  MARTM: TDUMPIIEL I 1 62 62 84 99 03 28 03.00 %
194112431 Debug  HARTM: RaDUMPLO} 102 cf # 65 82 84 53 03 2303 15 00 00 40153 26 o5 46 3161 f 3b 44 40 14 2 1h 81 40 72 Tefs 3040 80 00 005
194112431 Debug  HARTM: [slave shothcdd) i dym viss teply acherS, CMD =03, Statusse0000, dstawd) 33 26 o5 45 3 8 o 3b 44 40 1d 21 168 40 72 e fa 30 40 ED 0000
19411240 Debug  RisedVias P=1124000 5v=2 456000 Tvi=3 783000 Ov=4 000000
194112539 Debug  HARTM, TsDUMP(IEL I 111 114 62 B 01 0000 00 0300 05
194112470 Debug  HARTM: RxDUNPLAD} 11§02 cf H 85 Ba 01 00100 00 03 100 08 40 50 0000 0a 41 31 7 1c Ob 41 338 33 0c 41 35 55 55 0d 41 37 1. 71 dd
194102470 Debug  HARTM: fslave shaortAddrel) ix die v rey ackerS, CMD s0403, Status=0008, datss4080 00 00 0a 41 31 c7 1 0b 41 33 8 39 0c 41 355555 0441 371 71
134113470 Debun  Foned Vs PY=11.111111 SWa11, 222222 Tvial 1, 333333 Q=11 444444
14.1 General Configuration

HART Master Configuration

G en eral General Configuration
PO"lng COMPort: COM3 v Speed: 1200 v
DataBits: 8 i Parity:  ODD -
Stop bits: 1 v Hardware Flow Control [
Poll Interval (secs): 3 v
Reply Timeout (secs): 2 ™
Max Poll Retries: 2 i

ExportLog

Clear Log

Log Pause

Save & Apply

COM Port: Sets the COM port number for operation over RS232

Data Bits: Sets number of serial data bits
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¢ Stop Bits: Sets number of serial stop bits
¢ Speed: Sets serial interface speed
e Parity: Sets serial interface parity

» Hardware Flow Control: Enables RTS/CTS flow control
* Poll Interval: Sets the device polling interval
* Reply timeout: Sets the maximum time to wait for poll reply

¢ Max poll retries: Sets the maximum number of times to retries polling

14.2  Polling Configuration

HART Master Configuration

General Poling Configuration
Pclllng HART Device Addresses to pol:

Bocvadd o E0ev Addr 1 Dev Addr 2 Dev Addr 3
D Addr 4 Dew Addr 5 Do Achce & Deew Adicke 7
Dev Addr 8 Dev Addr 5 Dev Addr 10 [ Dew Addr 11
Dev Addr 12 Dev Addr 13 Dy Addr 14 Deev Addr 15
Export Log ClearLog Log Pause Save &Appw

Dev Addr 0 to 15 - Configures the set of device addresses to poll
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15 Event Log
Export Log Clear Log Log Pause Save & Ap ply Compact / Full View

Timne Level Text

10:41:06.043 Debug Dist:1024 Sie:1 DIR:Control Prumary FCE:0 FCV/DFC:0 FC:4
10:41:06.043 Debug AC: FIN FIR 5EQ=3 FC: CONFIRM

10:41:09.057 Debug DNP3M DL T (14): Unconfimed User Data

10:41:09.057 Debug Dst:1024 Sre:1 DIR:Control Pumary FCB:0 FCV/DFC:O FC:4
10:41:09.057 Debug AC: FINFIR SEQ=4 FC: READ

10:41:09.061 Debug DNP3M DL R (49): Unconfirmed User Data

10:41:09.061 Debug Dst:1 Src:1024 DIR:Monitor Primary FCB:0 FCY/DFC:0 FC:4
10:41:09.061 Debug AC: FINLFIR.CON,SEQ=4 FC: RESPONSE

10:41:09.061 Debug DNP3M DL T (5] Unconfirmed User Data

10:41:03.061 Debug Dst:1024 Sre:1 DIR:Control Primary FCB-0 FCV/DFC:OFC:4
10:41:09.061 Debug AL: FINFIR.SEQ=4 FC: CONFIRM

10:41:12.073 Debug DNP3M DL T [14): Unconfimed User Data

This view area displays the event log which holds protocol transmit / receive messages and internal software events
Control buttons:

—  Export Log: exports the content of the log to a text file
—  Clear Log: clears the content of the log

— Pause Log: temporarily pauses logging

— Log Resume: resumes logging

—  Compact / Full view: toggles the application windows from “Tall mode” where more of the event log is shown or
“compact mode” (default)

The log severity and what is exactly logged in the the event log is controlled in the main screen area group of controlls
shown below

-Protocal Simulator :: INSTANCE 0 :: DNP3 CLIENT

StartLink  Stop Link DNP3 Master Status

Link Status UP Log Level

App Layer Frags R 27690/T% 52156/ Timeouts 0 Debug

TS Segments RX 27765/T% 52156

DL Frames RX 27769/T% 52161/CRC Ens 0 8 Protocal Trace
[ Hex Dump
|| Expert

Apply

Log level: selects the maximum displayed severity
Protocol trace: log protocol decoded messages into event log
Hex Dump: logs the hex dump of received and transmitted protocol messages

Expert: maximum level of logging (system internal events, state transitions, etc)
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16 Diagnostic Counters
r:: INSTANCE O :: DNP3 CLIENT

% VestaTel SCADA Multi-Protocol Simulato
ools Viev About

StartLink  Stop Link DNP3 Master Status

Link Status up Log Level

App Layer Frags R 27690/T 52156/ Timeouts 0 Debug

TS Segments RX 27765/T% 52156

DL Frames RX 27769/TX 52161/CAC Ens 0 @ Protocol Trace
[ Hex Dump
|_| Expert

Apply

This area of the program screen displays various protocol diagnostic counters that get updated during the operation, the

content of the view changes depending on selected protocol.
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17 Automation Features

There are two automation features that may be useful in testing that SCADA Multi-Protocol Simulator supports:

17.1  Running multiple instances from a script

It is possible to launch multiple instances of the simulator application in server or client mode from a Windows bat file
(script). An example script called multiserv.bat is provided with the installation (which by default can be found in
c\VestaTel-Scadasim folder.

Currently running up to :

- 100 instances simultaneously is supported when running under Professional License

- 10 instances are supported for Trial / Evaluation mode

- 4 Instances are supported for Personal License

Example multiserv.bat starts 100 instances giving the base TCP listening port 2404 which increments for each instance.
A prepared base configuration file (IEC104 server mode) should be located in the running directory (scada-sim.cfg).
You can use the following procedure:

1. Start the appliction normally and select the required protocol, click save apply - that will be your base configuration
In case of IEC104 the TCP server port is 2404 which shall be your base TCP listening port

2. Copy cfgX/scada-sim.cfg .. (X depends on which instance was started, could be 0, 1 etc.)

3. Edit multiserv.bat for your needs - adjust N to the number of instances required, etc.

4. Run multiserv.bat from command line (cmd.exe) - you must be in the working folder (C:\VestaTel-Scadasim)
Content of multiserv.bat:

@echo off

setlocal enabledelayedexpansion

REM === USER CONFIGURATION ===
set N=100

set BASE_CFG=scada-sim.cfg

set EXE=scadasim.exe

set BASE_PORT=2404
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set DELAY_SEC=1
for /L %%i in (0,1,%N%-1) do (
set CFG_DIR=cfg%%i
if not exist "ICFG_DIR!" (
mkdir "ICFG_DIR!"
copy /Y "%BASE_CFG%" "ICFG_DIR\%BASE_CFG%" >nul
set /A PORT=%BASE_PORT% + %%i
echo Launching instance %%i on port |PORT! ...
start "" "%EXE%" *
-i %%i *

-p IPORT!

REM === Delay between launches ===

timeout /t %DELAY_SEC% /nobreak >nul

echo All instances launched.

The multiserv.bat calls the scadasim.exe in “batch mode” passing the command line arguments to it. The following
command line arguments are supported:

Argument Examples Comment
-i <instance number> scadasim.exe -i 0 Causes the application to run a specific
scadasim.exe -i 56 instance (numbered from 0 to Max)
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where Max is 100 for Professional
license, 4 for the Personal License and
10 for Evaluation / Trial mode.

- p <TCP port> scadasim.exe -i 3 -p 2404 Override the TCP listening port in
scadasim.exe -i 4 -p 2405 configuration with the given port
scadasim.exe -i 5 -p 2406 If the base configuration file is a SCADA

Master / Client, then this is a remote
TCP port
-1 <IP address> scadasim.exe -i 3 -p 2404 -1 0.0.0.0 This allows binding the instance to a

specific local IP address or in case of
the client, this overrides the configured
remote |IP address.

17.2 Command line interface

While running, VestaTel SCADA Multi-Protocol Simulator supports accepting commands from a command line application
called simcmd.exe (found in the installation directory).

Command syntax: simcmd.exe <arguments>

Currently the following commands arguments are supported:
-i <instance> - directs the command to a specific running instance of the application
-c <command> - send the command to the specified running instance

Currently <command> must be in the following format:
setpoint:ix=<point index>:val=value

This command changes the data point value of the application running in server mode. Point index starts from 0 and runs to
the last data point displayed in the application data points window.
Examples:

B eGitcmp

c:\VestaTel-Scadasim>simcmd.exe -i 1 -c setpoint:
Sending to Instance 1, cmd [setpoint:ix=0:val=0]
OK

c:\VestaTel-Scadasim>simemd.exe -i 1 -c setpoint:i
Sending to Instance 1, cmd [setpoint:ix=4:val=1]
OK

c:\VestaTel-Scadasim>simcmd.exe -i 1 -c setpoint:i
Sending to Instance 1, cmd [setpoint:ix=d:val=2]
OK

c:\VestaTel-Scadasim>simemd.exe -i 1 -c setpoint:i
Sending to Instance 1, cmd [setpoint:ix=4:val=3]
OK

c:\VestaTel-Scadasim>simcmd.exe -i 1 -c setpoint:ix=8:val=10
Sending to Instance 1, cmd [setpoint:ix=8:val=10]
OK

c:\VestaTel-Scadasim>simcmd.exe -i 1 -c setpoint:ix=16:val=123
Sending to Instance 1, cmd [setpoint:ix=16:val=123]
OK

c:\VestaTel-Scadasim>simcmd.exe -i 1 -c setpoint:ix=24:val=123.5
Sending to Instance 1, cmd [setpoint:ix=24:val=123.5]
OK

c:\VestaTel-Scadasim>]
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18  VENDOR INFORMATION

Developed by VestaTel
www.vestatel.eu

info@vestatel.eu

Registered in Poland
NIP: 6040233038
REGON: 522919182
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